Embedded Rust Workshop

tweede golf

web /security ' embedded



Agenda

This part is divided up into:

e [ntroduction

Exploring the Rust embedded ecosystem
Exercise 1

Portable drivers in Rust

Exercise 2



Exploring the Rust embedded ecosystem

Rust,C++,C core, alloc, std cargo, crates, rustc probe-rs




Cortex-m crates

e Cortex-m

® Peripheral Access Crate

®  Similar to CMSIS register definitions
o Cortex-m-rt

®  Startup runtime
® [nterrupt setup



Device PACs

Every device has different peripherals. One PAC for every device.

® Generated from SVD
® |mported as dependency



Device PACs

C

#include "samd2lel71.h"

// Raw
bool is_8_cycles = ((WDT—CONFIG.reg & WDT_CONFIG_PER_Msk) << WDT_CONFIG_PER_Pos) = WDT_CONFIG_PER_8_val;

WDT—CONFIG.reg = (WDT—CONFIG.reg & ~WDT_CONFIG_PER_Msk) | WDT_CONFIG_PER_16;

// Bitfield
bool is_8_cycles = WDT—CONFIG.bit.PER = WDT_CONFIG_PER_8_val;

WDT—CONFIG.bit.PER = WDT_CONFIG_PER_16;

Rust

// Take ownership of the peripherals
let dp = atsamd2le::Peripherals::take().unwrap();

let is_8_cycles = dp.WDT.CONFIG.read().per().is_8(Q);
dp.WDT.CONFIG.modify(l_, w| w.per()._8(0));



Overview

PAC PAC PAC PAC PAC PAC PAC

SAMD21E NRF9160 nRF52840 STM32H743 STM32H753 STM32L476 STM32L496




Device HALs

e Many open source HALs
e Most basic operations supported
e Built on top of PACs



. #Hentry]
Device HALS f neine) — 1 4

}

// Take the device's peripherals
let dp = Peripherals::take().unwrap();

// Create the timer and give it access to the peripheral

let mut timer = Timer::periodic(dp.TIMER®);

timer.enable_interrupt();

timer.start(1000000u32); // Timer runs at 1 Mhz, so it will interrupt every second
drop(timer);

// Unmask the timer interrupt in the NVIC, this can be unsafe in some situations,

// so we have to put it in an unsafe block
unsafe { NVIC::unmask(Interrupt::TIMERG); }

loop {}

#H interrupt]
fn TIMERG() {

// Get a reference to the peripheral.
// This is unsafe because only one instance may exist at a time or we'll trigger UB.
// In this case it's fine because we dropped the timer in main.

// Normally we wouldn't do this.

// We'd have to use a mutex to share the timer peripheral between contexts.
let timer = unsafe { &*TIMERO::ptr() };

// Stop the interrupt

timer.events_compare[0].write(lw] w);
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Embedded-hal

The glue of the entire ecosystem
e (Contains abstractions for many common operations
e SPl example trait:
pub trait Transfer<W> {

type Error;

fn transfer<'w>(
&mut self,
words: &'w mut [w]
) — Result<&'w [W], Self::Error>;
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Typestate

State encoded in the type of the variable

use nrf52840_hal::gpio::{Pin, p0::PB_B4, Input, PullDown, Output, PushPull};

/// Take an nrf pin.

/// It must be:

/// - Port 0 pin 4 (Compile time known)

/// - Configured as input

/// - Pulldown enabled

fn do_something_1(pin: PO_B@4<Input<PullDown>>) {}

/// Take an nrf pin.

/// It must be:

/// - Any port and pin (Runtime known)

/// - Configured as output

/// - Configured as push-pull

fn do_something_2(pin: Pin<Output<PushPull>>) {}
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Bare metal +
interrupts

Runtimes

RTIC
(Real-Time Interrupt-
driven Concurrency)

RTOS

Async
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Questions so far?
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Exercise 1

Meet the LISSDH
e Clone the repository:
https://github.com/tweedegolf/workshop-embedded-twoparter
e Open your favorite text editor in “‘assignments/part 1’
e (Open the book and read the intructions

e \We are going to read the ID register of the chip
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https://github.com/tweedegolf/workshop-embedded-twoparter

Solution

How did you solve it?
What were the problems you encountered?
What did you like or dislike?
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Portable drivers

We want drivers for devices
We want them to be portable

Abstraction in C?

Abstraction in Rust?

Low level & high level drivers?
A low level driver

Possibilities in Rust
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1 #include <stddef.h>
2
- = 3 // Todo: Change to your spi type

AbStraCtlon In C 4 #define SPI_TYPE void
5
68 static SPI_TYPE* spi = NULL;

Fill-in functions ; vold init (SPI_TYPE* $pi instance);

® [fficient (l-static void enable cs(SPI_TYPE* spi) ({

. 1.0 // Todo: Enable the cs pin

® [nconvenient 11 1
2
i l-static void disable cs(SPI_TYPE* spi) {
14 // Todo: Disable the cs pin
ES - }
16
ilN-static char transfer (SPI_TYPE* spi, char value) {
18 // Todo: Transfer 'value' over the bus and return the response
jiCA - }
20
21 schar example() {
22 enable cs(spi) ;
23 transfer(spi, OxDE) ;
24 char result = transfer(spi, O0xAD);
29 disable cs(spi);
26
27 return result; 19

N
co
iz



C source #1 X 0O X | x86-64 clang 10.0.0 (Editor #1, Compiler #1) C X o X

A~ BSave/load +Addnew..~ WV Vim C ~ x86-64 clang 10.00 ~ @& .03 D
1 #include <stddef.h> A~ ©Qoutput.~ YFilter.~ BLibraries~ = Addnew..> 4 Addtool..~
3 // Todo: Change to your spi type 1 example: # @example
4 #define SPI_TYPE void 2 mov byte ptr [33554432], 1
5 3 mov byte ptr [33554433], -34
6 static SPI_TYPE* spi = NULL; 4 mov al, byte ptr [33554433]
7  void init(SPI_TYPE* spi_instance); 5 mov byte ptr [33554433], -83
8 6 mov al, byte ptr [33554433]
9  static void enable_cs(SPI_TYPE* spi) { 7 mov byte ptr [33554432], @
1e // Todo: Enable the cs pin 8 ret
11 (*(volatile char*)ex2eeeeee) = 1;

12}

13

14 static void disable_cs(SPI_TYPE* spi) {
15 // Todo: Disable the ¢s pin

16 (*(volatile char*)ex2eeeeee) = ©;
17}

18

19 static char transfer(SPI_TYPE* spi, char value) {
20 // Todo: Transfer 'value' over the bus and return the response
21 (*(volatile char*)@x2eeeeel) = value;
22 return (*(volatile char*)ex2000001);
23}

24

25 char example() {

26 enable_cs(spi);

27 transfer(spi, ©xDE);

28 char result = transfer(spi, @xAD);

29 disable_cs(spi);

30

31 return result;

32}

33 20



Abstractionin C

1 #include <stddef.h>
2
. . 3 typedef void (*EnableCs) () ;
FUﬂCtlon pOIHterS 4  typedef void (*DisableCs) () ;
° lneﬂ;icient 2 typedef char (*SpiTransfer) (char);
: i/l static EnableCs enable c¢s = NULL;

® Convenlent 8 static DisableCs disable cs = NULL;
9 static SpiTransfer spi transfer = NULL;
10
11 @void init(EnableCs init enable, DisableCs init disable, SpiTransfer init transfer) {
12 enable cs = init enable;
13 disable cs = init disable;
14 spi transfer = init transfer;
SO - }
16
17 Bchar example() {
18 enable cs();
19 spi transfer (0xDE) ;
20 char result = spi transfer (0xAD) ;
21l disable cs();
2.2
23 return result;
245 L}
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Csource #1 X

A~

W oo Nk wN R

VNN NNNNRRRRRRRR R
TR WNE ® WENOWE WN R ®

B Save/load =+ Add new..> WV Vim

#include <stddef.h>

typedef void (*EnableCs)();
typedef void (*DisableCs)();
typedef char (*SpiTransfer)(char);

static EnableCs enable_cs = NULL;
static DisableCs disable_cs = NULL;
static SpiTransfer spi_transfer = NULL;

void init(EnableCs init_enable, DisableCs init_disable, SpiTransfer ini

enable_cs = init_enable;
disable_cs = init_disable;
spi_transfer = init_transfer;

char example() {
enable_cs();
spi_transfer(@xDE);
char result = spi_transfer(@xAD);
disable_cs();

return result;

O X x86-64 clang 10.0.0 (Editor #1, Compiler #1) C X

x86-64 clang 10.0.0

£ Output...

init:

example:

M
~ Y Filter..~
mov qword ptr
mov qword ptr
mov qword ptr
ret
push rbx
xor eax, eax
call qword ptr
mov edi, -34
call qword ptr
mov edi, -83
call qword ptr
mov ebx, eax
xor eax, eax
call qword ptr
mov eax, ebx
pop rbx
ret

-03

[rip
[rip
[rip

[rip
[rip

[rip

[rip

O X

B Libraries~ =4 Add new..~ ,” Add tool... *

# @init
enable_cs], rdi
disable_cs], rsi
spi_transfer], rdx

# @example

enable_cs]
spi_transfer]

spi_transfer]

disable_cs]

22



Abstractionin C

Link-time binding

Efficient
Somewhat
convenient
Error-prone

Q2 ~J oy O &= W=

e
WwN K~ O W

extern vold enable cs();
extern vold disable cs();
extern char transfer (char value);

Hchar example() |

enable cs() ;

transfer (OxDE)
char result =
disable cs();

return result;

L
r

transfer (0x<AD) ;

23



C source #1 X O X | x86-64 clang 10.0.0 (Editor #1, Compiler #1) C X o X

A~ BSave/load < Addnew..¥ WV Vim c N x86-64 clang 1000 ~ @& .03 D

; :::::: :Zi: ::::;iiiiz;; A~ Qoutput.~ YFilter.~ B Libraries~ <= Addnew..> 4 Addtool..~
3 extern char transfer(char value); 1 example: # @example
- 2 mov byte ptr [33554432], 1

5 char example() { 3 mov byte ptr [33554433], -34

6 enable_cs(); 4 mov al, byte ptr [33554433]

7 transfer(@xDE); 5 mov byte ptr [33554433], -83

8 char result = transfer(@xAD); 6 mov al, byte ptr [33554433]

9 disable_cs(); 7 mov byte ptr [33554432], ©

] 8 ret

11 return result; 9 transfer: # @transfer
12 } 1e mov byte ptr [33554433], dil

13 11 mov al, byte ptr [33554433]

14 12 ret

15 // IMPLEMENTATION 13 enable_cs: # @enable_cs
16 14 mov byte ptr [33554432], 1

17  void enable_cs() { 15 ret

18 (*(volatile char*)ex2eeeeee) = 1; 16  disable_cs: # @disable_cs
19 } 17 mov byte ptr [33554432], ©

20 18 ret

21 void disable_cs() {

22 (*(volatile char*)ex2eeeee8) = ©;

23}

24

25 char transfer(char value) {

26 (*(volatile char*)ex2eeeeel) = value;

27 return (*(volatile char*)ex2e00e01);

28}

29
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Abstractionin
Rust

Traits + generics

Reuse traits from
embedded-hal
Efficient
Convenient

24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53

use embedded_hal::blocking::spi;
use embedded_hal::digital::v2::0utputPin;

pub struct Device<SPI, CS>

spi::Transfer<u8>,
OQutputPin,

SPI,

chipselect: CS,

impl<SPI, CS> Device<SPI, CS>

where
SPI:
CS:
.[
bus:
}
where
SPI:
CS:
{
pub
h
pub
}

spi::Transfer<u8>,
QutputPin,

fn new(bus: SPI, chipselect: CS) — Self {
Self { bus, chipselect }

fn example(&mut self) — us {

self.chipselect.set_low().ok();

self.bus.transfer(&mut [OxDE]).ok();

let result = self.bus.transfer(&mut [0xAD]).ok().unwrap()[0];
self.chipselect.set_high().ok();

result

25



63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94

struct Spi;
impl spi::Transfer<u8> for Spi {
type Error = core::convert::Infallible;

fn transfer<'w>(&mut self, words: &'w mut [u8]) — Result<&'w [us], Self::

unsafe {
core::ptr:iwrite_volatile(0x2000001 as *mut u8, words[0]);
words[0] = core::ptr::read_volatile(0x2000001 as *mut ug);

¥
Ok(words)
}
b
struct Pin;

impl OutputPin for Pin {
type Error = core::convert::Infallible;

fn set_low(&mut self) — Result<(), Self::Error> {
unsafe { core::ptr::write_volatile(0x2000000 as *mut us, 0) };
0k(())

b

fn set_high(&mut self) — Result<(), Self::Error> {
unsafe { core::ptr::write_volatile(0x2000000 as *mut ug, 1) };
ok(())

b
pub fn make_assembly_show_up() {

let mut device = Device::new(Spi, Pin);
device.example();

$ cargo asm workshop_code :: make_assembly_show_up

workshop_code :: make_assembly_show_up:

Error> {
100

101

102 mov
103 mov
104 mov
105 mov
106 mov
107 mov
108 ret

byte, ptr, [33554432], ©
byte, ptr, [33554433], -34
al, byte, ptr, [33554433]
byte, ptr, [33554433], -83
al, byte, ptr, [33554433]
byte, ptr, [33554432], 1
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Low level & high level drivers

Low level driver
® Hardware abstractions + reading/writing registers
® Register/buffer/command definitions

High level driver

® |mplement common routines
® Requirement assertions

e Common interface export

28



Low level driverin
C

® Enum & #define for
definitions

® Functions for
read/write

Csource #1 X

A~ BSave/load < Addnew..~

w o N o

1e
11
12

14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47

1/

enum Reg {

iH

REG_ID = exe1,
REG_IER = @x82,
REG_IDR = @xe3,
REG_ISR = @xe4,
REG_PIN = @xes,
REG_PORT = 0x@6,

o X
V Vim

#define ID_MANUFACTURER_MASK @xFe
#define ID_MANUFACTURER_POS 4

1/

LOW LEVEL DEVICE INTERFACE

static char read_register(enum Reg address) {

enable_cs();

transfer(address);
char result = transfer(@xee);

disable_cs();

return result;

static void write_register(enum Reg address, char value) {

1/

enable_cs();

transfer(address);

transfer(value);
disable_cs();

void example() {

char manufacturer

23

(read_register(REG_ID) & ID_MANUFACTURER_MASK) >> ID_MANUFACTURER_POS;

if (manufacturer != 8) {
char reg = read_register(REG_PORT);

reg |= exse;

write_register(REG_PORT, reg);

example:

.LBB@_2:

A~ ©Output.~

M

Y Filter...

byte ptr
byte ptr
al, byte
byte ptr
al, byte
byte ptr
al, 16

.LBBO 2
byte ptr
byte ptr
al, byte
byte ptr
al, byte
byte ptr
al, -128
byte ptr
byte ptr
cl, byte
byte ptr
al, byte
byte ptr

B Libraries »

x86-64 clang 10.0.0 (Editor #1, Compiler #1) C X

x86-64 clang 10.0.0

-03

[33554432], 1
[33554433], 1
ptr [33554433]
[33554433], @
ptr [33554433]
[33554432], @

[33554432], 1
[33554433], 6
ptr [33554433]
[33554433], @
ptr [33554433]
[33554432], @

[33554432], 1
[33554433], 6
ptr [33554433]
[33554433], al
ptr [33554433]
[33554432], @

29
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L

Rust source #1 X O x rustc 1.44.0 (Editor #1, Compiler #1) Rust X

A~ BSave/load +Addnew..¥ WV Vim

Low level driverin : /.. REGISTER DEFINITIONS ---rooo-ooeoee-

rustc 1.44.0 v @ -Copt-level=3

A~ ®output.~ YFilter..~ BLibrariesv = Addnew..¥ o Add tool..~

10 pub enum Register { 1 example: :example:
R 11 1d = exe1, 2 mov byte ptr [33554432], 1
ust 12 Ier = 0x02, 3 mov byte ptr [33554433], 1
13 Idr = oxes3, 4 mov al, byte ptr [33554433]
14 Isr = oxed, 5 mov byte ptr [33554433], ©
15 Pin = exes, 6 mov al, byte ptr [33554433]
16 Port = 0x@6, 7 mov byte ptr [33554432], ©
. iy 17 } 8 cmp. al, 16
® Enum for definitions 1s 5 o .ose2
19 [/ mmmmmmmmmmmmmeaan LOW LEVEL DEVICE INTERFACE =--=-==========c=mu= 1 mov byte ptr [33554432], 1
. 20 pub struct Device<I: Interface> { 1 mov byte ptr [33554433], 6
DeVICe Struct 21 interface: I, 12 mov al, byte ptr [33554433]
22 } 13 mov byte ptr [33554433], ©
. 23 14 mov al, byte ptr [33554433]
representlng an 24 impl<I: Interface> Device<I> { 15 mov byte ptr [33554432], o
25 pub fn new(interface: I) -> Self { 16 or al, -128
H H 26 self { interface } 17 mov byte ptr [33554432], 1
Instance Of a Chlp 27 } 18 mov byte ptr [33554433], 6
28 19 mov cl, byte ptr [33554433]
. F nCtionS for 29 pub fn read_register(&mut self, register: Register) -> u8 { 20 mov byte ptr [33554433], al
u 30 self.interface.enable_cs(); 21 mov al, byte ptr [33554433]
31 self.interface.transfer(register as u8); 22 mov byte ptr [33554432], @
read/write 32 let r'?sult = self.interface.tr‘ansfer(exae); 23 -LBBO_2:
33 self.interface.disable_cs(); 24 ret
34 25
35 result 26 <example::Spi as example::Interfaced>::enable_cs:
36 } 27 mov byte ptr [33554432], 1
37 28 ret
38 pub fn write_register(&mut self, register: Register, value: u8) { 29
39 self.interface.enable_cs(); 30 <example::Spi as example::Interface>::disable_cs:
40 self.interface.transfer(register as u8); 31 MOV byte ptr [33554432], o
41 self.interface.transfer(value); 32 ret
a2 self.interface.disable_cs(); 33
a3 } 34 <example::Spi as example::Interface>::transfer:
44 } i 35 mov byte ptr [33554433], sil
45 36 mov al, byte ptr [33554433]
46 Jj cessiiiacemmannsiiie EXAMPLE CODE ------=====mcmcmmmmn 57 ret
47 pub fn example() {
48 let mut device = Device::new(Spi);
49
58 let manufacturer = (device.read_register(Register::Id) & oxFe) >> 4;
51
52 if manufacturer != @ {
53 let mut reg = device.read_register(Register::Port);
54 reg |= ox80;
55 device.write_register(Register::Port, reg); 30
56 }



Possibilities in Rust

Much more is possible:

187 7/
178
179
180
181
182
183
184
185
186

36
37
38
39
40
41
42
43
44
45

46

i

Flpub f£n example() {

=
=}
//

let mut device = Device::new(Spi);
let manufacturer = device.id() .read() .manufacturer() ;

if manufacturer != 0 {
device.port () .modify(|l_, w| w.enable_ 7 (true));

Hvoid example() {

{T}

=]

char manufacturer =
(read_register(REG_ID) & ID_MANUFACTURER_MASK) >> ID MANUFACTURER_ POS;

if (manufacturer != 0) {
char reg = read_register (REG_PORT) ;
reg |= 0x80;
write_register (REG_PORT, reg);

31



Possibilities in

Rust

® Add typestate to
high level driver

[-]

Struct dw1000::hl::DW1000 [-1[src]

[+] Show declaration
[ -] Entry point to the DW1000 driver API

Implementations

impl<SPI, CS> DW10OO<SPI, CS, Uninitialized>
where

SPI: Transfer<u8> + Write<u8>,

CS: OutputPin,

[-1pub fn new(spi: SPI, chip_select: CS) -> Self

Create a new instance of DW100@

Requires the SPI peripheral and the chip select pin that are connected to the DW1000.
[-1 pub fn init(mut self: Self) -> Result<DW1000<SPI, CS, Ready>, Error<SPI, CS>>

Initialize the DW1000

The DW1000's default configuration is somewhat inconsistent, and the user manual (section 2.5.5) has a long list of default
configuration values that should be changed to guarantee everything works correctly. This method does just that.

Please note that this method assumes that you kept the default configuration. It is generally recommended not to change
configuration before calling this method.

impl<SPI, CS> DW1000<SPI, CS, Ready>
where

SPI: Transfer<u8> + Write<u8>,

CS: OutputPin,

impl<SPI, CS> DW100e<SPI, CS, Sending>
where

SPI: Transfer<u8> + Write<u8>,

CS: OutputPin,

impl<SPI, CS> DW100O<SPI, CS, Receiving>
where

SPI: Transfer<u8> + Write<u8>,

CS: OutputPin,

impl<SPI, CS, State> DW1000<SPI, CS, State>
where

SPI: Transfer<u8> + Write<u8>,

CS: OutputPin,

[src]

[src]

[src]

[src]

[src]

[src]

[src]

32



Much more is possible:
Embedded-hal
Radio
Embedded-nal
Usb-device
Embedded-graphics
Accelerometer
Embedded-storage

Possibilities in Rust
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Questions so far?
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Exercise 2

A real driver for the LIS3DH
e Open the book and read the intructions

35



Solution

How did you solve it?
What were the problems you encountered?
What did you like or dislike?
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